POLICY 611: PRIVACY —PERSONAL INFORMATION MANAGEMENT
PROGRAM
ADMINISTRATIVE PROCEDURES

1. PURPOSE

As a public body that is subject to the British Columbia Freedom of Information and Protection of
Privacy Act (the “Act” or FIPPA”), the Board of Education (“as referred to as the School District”) is
committed to upholding the principles of privacy, transparency and accountability. This means
the School District recognizes the fundamental importance of maintaining the privacy and security
of the personal information it collects, uses and discloses in the course of its operations and
programs. The School District also acknowledges and supports transparency with the community
by facilitating access to School District records and information in accordance with the
requirements of the Act.

2. DEFINITIONS

a. “Consent” means express written consent to the collection, use or disclosure of personal
information.

b. “FIPPA” means the British Columbia Freedom of Information and Protection of Privacy Act and
regulations thereto.

c. “Head” means the Secretary Treasurer of the School District or any person to whom the
Secretary Treasurer has delegated their powers under this Procedure.

d. “Personal Information” means any recorded information about an identifiable individual
that is within the control of the School District and includes information about any student
or any Staff of the School District. Examples include:

e Name, address, phone number, personal email address

e Image (picture or video)

e Date of birth, grade, school

e Race, national/ethnic origin

e Religious or political beliefs or associations

e Age, sex, sexual orientation, marital status

e Fingerprints, blood type, DNA information, biometrics

e Health care, educational, financial, criminal, employment information

Personal Information does not include business contact information, such as business
address, email address and telephone number that would allow a person to be contacted
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at work.

e. “Procedures” means the administrative procedures enacted by the Board under its Privacy
Policy.

f.  “Records” include any paper or electronic media used to store or record information,
including all paper and electronic records, books, documents, drawings, maps, letters,
photographs, audio or visual recordings, computer files, email and correspondence, but
does not include a computer program or other mechanism that produces records.

g. “Staff” meansall persons employed or engaged by the School District to carry out its operations,
and includes independent contractors and volunteers.

3. PRINCIPLES

1. School District Staff are responsible for:

making reasonable efforts to familiarize themselves with this Procedure and the
requirements of FIPPA, including by participating in privacy training initiatives
offered by the School District;

following responsible information management practices to ensure the School
District collects, uses and discloses Personal Information in compliance with FIPPA
and other applicable laws;

seeking at all times to protect Personal Information against unauthorized collection,
use and disclosure, including by limiting the sharing of sensitive Personal Information
on a need-to-know basis;

cooperating with School District procedures to facilitate the appropriate release of
Records within its custody or control in response to access requests received from
members of the community under FIPPA,;

cooperating with School District procedures for the completion of privacy impact
assessments; and

reporting privacy breaches to the School District in accordance with the School
District’s Procedures.

4. RESPONSIBILITY OF THE HEAD

1. The Se

cretary Treasurer has been designated by the Board of Education as the “Head” of

the Board for the purposes of FIPPA. As Privacy Officer, the Secretary Treasurer is

respo

nsible for the administration of this Procedure and may delegate any of their powers

under this Procedure or FIPPA to other School District Staff by written delegation.
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5. COMMITMENT TO PRIVACY PROTECTION

1. The School District protects the privacy of students, staff and individuals whose Personal
Information it collects, uses, shares and retains, and expects all Staff to follow responsible
information management practices to ensure the School District fully complies with its
obligations under FIPPA and other applicable laws.

2. The School District and Staff respect the privacy and confidentiality of Personal Information
entrusted to them in the course of their duties, and collects, uses and discloses Personal
Information only where authorized by FIPPA.

6. PURPOSES FOR COLLECTING PERSONAL INFORMATION

1. The School District communicates the purposes for which Personal Information is collected
at or before the time the information is collected, unless otherwise permitted or required
by FIPPA.

2. Inthe ordinary course of carrying out its programs and services, the School District collects
Personal Information of students for purposes including:

registration, enrolment and transfer of students;

to provide and deliver educational programs and services;

to accommodate student needs for programs and services

to communicate with students and respond to inquiriesor complaints;

to prepare and provide assessments of student performance;

to supervise and ensure the safety and security of the School District (such as
through the use of video surveillance);

to investigate and respond to accidents, safety events, misconduct and similar
incidents;

to ensure compliance with applicable School District bylaws, policies and other
laws;

to make all required reports and filings to the Ministry of Education and Child Care;
and

for other purposes set out in the Administrative Procedures or required under
applicable laws.

3. Inthe ordinary course of carrying out its employment programs and activities, the School
District collects the Personal Information of prospective, current and former Staff for
purposes including:

hiring and recruitment;
to manage and administer the employment relationship;
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e to communicate with authorized union representatives;

e toadminister employment compensation and benefits;

e to evaluate performance and manage disciplinary incidents;

e to supervise and ensure the safety and security of the School District (such as
through the use of video surveillance);

e to investigate and respond to accidents, safety events, misconduct and similar
incidents;

e to ensure compliance with applicable School District policies and other applicable
laws; and

e for other purposes set out in the Administrative Procedures or required under
applicable laws.

7. COLLECTION, USE AND DISCLOSURE OF PERSONAL INFORMATION

1. The School District limits the Personal Information it collects to information to what is
related to and necessary in order to carry out its programs and activities or for other
purposes authorized by FIPPA.

2. The School District seeks to collect Personal Information by fair, lawful and transparent
means, including by collecting Personal Information directly from the individual, except
where otherwise authorized by FIPPA.

3. The School District seeks to inform individuals from whom it collects Personal Information
the purposes for which the information is being collected, the legal authority for collecting
it and the name and contact information of someone at the School District who can answer
guestions about the collection and use of the information;

4. The School District limits the internal and external use and sharing of Personal Information
to what is required and authorized by FIPPA or consented to by the individual.

5. The School District only uses or discloses Personal Information for the purpose for which it
was collected, except with the individual’s consent or as otherwise required or permitted
by FIPPA or other laws.

8. SECURING PERSONAL INFORMATION

1. The School District protects Personal Information by ensuring it has reasonable security
safeguards in place which are appropriate to the sensitivity of the information. Such
security safeguards shall include consideration of physical security, organizational security
and electronic security.

2. All Staff have a duty to protect the privacy and security of Personal Information collected
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3.

and used by them as part of their ongoing employment responsibilities, including by
complying with the terms of this Administrative Procedure, and all related Administrative
Procedures.

The School District provides training to all Staff to ensure they have the requisite
knowledge to ensure compliance with the terms of this Procedure and the FIPPA.

9. RETENTION

1.

The School District does not seek to retain Personal Information longer than necessary to
satisfy the School District’s applicable operational, instructional, financial and legal needs.

Personal information that is no longer required for either administrative, operational,
financial, legal or historical purposes shall be securely destroyed in a confidential manner
in accordance with School District policies and approved record retention protocols.

10. ACCURACY AND CORRECTION

1.

The School District shall make reasonable efforts to ensure the accuracy of the Personal
Information that it collects and uses in the course of performing its duties.

Individuals have the right to request the correction of their Personal Information, and the
School District will receive and respond to such requests in accordance with the FIPPA and
School District Procedures.

11. ACCESS TO INFORMATION

1.

2.

3.

4.

The School District supports appropriate transparency and accountability in its operations
by making information available to the public as permitted or required under FIPPA.

The Privacy Officer shall consider and designate categories of Records that will be made
available to the public without the need to make a request in accordance with FIPPA.

The School District recognizes individuals may make requests for access to Records within
the custody and control of the School District, and the School District will respond to such
requests in accordance with FIPPA and the Procedures.

The School District recognizes individuals have a right to access their own Personal
Information within the custody and control of the School District, and will facilitate such
access in accordance with the requirements of FIPPA.
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12. COMPLAINTS AND INQUIRIES

1. Questions or complaints about the School District’s information management practices
should be directed to the Privacy Officer at secretarytreasurer@sd44.ca.

2. The School District will respond to all complaints in writing.
13. RELATED ACTS AND REGULATION

British Columbia School Act
British Columbia Freedom of Information and Protection of Privacy Act (FIPPA)

14. SUPPORTING REFERENCES, POLICIES, PROCEDURES AND FORMS

Policy 611: Privacy
Policy 611: Privacy - Administrative Procedures: Privacy Impact Assessments
Policy 611: Privacy - Critical Incident and Privacy Breach - Administrative Procedures

North Vancouver School District

Policy 611: Privacy — Personal Information Management Program
March 26, 2024

Page 6 of 6


mailto:secretarytreasurer@sd44.ca
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_00
https://www.sd44.ca/Board/PoliciesProcedures/Series600/Policy611/Pages/default.aspx#/=
https://www.sd44.ca/Board/PoliciesProcedures/Series600/Policy611/Pages/default.aspx#/=
https://www.sd44.ca/Board/PoliciesProcedures/Series600/Policy611/Documents/Policy611Privacy-%20Privacy%20Impact%20Assessments%20Admin%20Procedures%2020240324.pdf
https://www.sd44.ca/Board/PoliciesProcedures/Series600/Policy611/Documents/Policy%20611%20-%20Critical%20Incident%20and%20Privacy%20Breach%20Administrative%20Procedures.pdf
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